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You may have heard the term 'exploit kit.' Maybe not. The term has become more prominent over the last decade as Internet crime has become more sophisticated. A few definitions will be helpful in explaining what an exploit kit is and how it's used.
A vulnerability is a weakness in a system that can be directly used by a hacker to gain access to a browser, a router, a system or a network. Vulnerabilities can result from mistakes in software, weak passwords or infected software. The vulnerabilities mentioned here are the software variety and require updates, patches, or fixes in order to prevent compromise by hackers or malware.

A zero-day vulnerability is a newly discovered vulnerability. It is completely unknown to the security community. It has not been recognized, analyzed or patched. Signature-based anti-virus software will not recognize it and cannot defend against it.

To take advantage of a specific vulnerability, hackers create software, called an exploit, specifically designed to take advantage it. 

An exploit kit is a malicious software toolkit that automates the exploitation of browser and computer vulnerabilities for the purpose of spreading malware. I'm beginning to believe that 'toolkit' is too soft a term. 'Attack platform' is more accurate. The goal of an exploit kit is to automate the infection of computers or other systems.

Exploit kit basics

The earliest exploit kit was developed in Russia and was first seen in mid-2006. It was called WebAttacker, and it sold for $20 US and included tech support. Researchers and security analysts are currently tracking over 70 exploit kits around the world. Together they take advantage of more than 100 different vulnerabilities. While they can, and sometimes do take advantage of zero-day vulnerabilities, the vast majority of the time they attack vulnerabilities that have already been patched. Those computer users who are slow to patch their systems are therefore at highest risk.

Advantages of Exploit Kits

Easy to use - Exploit kits are designed from the beginning to be easy to use. Their target market includes criminals with only low-level tech skills. They also provide a console or dashboard to help attackers track the performance of the infection campaign and provide information about the victims system. Did I mention tech support is included?

Flexible – Most exploit kits probe for multiple vulnerabilities. Their initial payload can include multiple exploits, or they may download exploits to match the victim’s vulnerabilities. Customers can often customize specific features to fi t their business model such as ransomware, bank heists, botnet building, etc. 

Evasive – Some exploit kits can probe for anti-virus programs and virtual machines. If found, these exploit kits may stop themselves from running to avoid being found and analyzed. Some exploit kits don’t write their payload to disk but run directly in the memory instead to prevent detection by anti-virus programs. They are called ‘file less infections.’ Exploit kits also use a number of other evasive techniques.

Continuously updated – Subscribers are continuously updated with the latest exploits against such software as Java, Adobe Flash Player, Adobe Reader, Microsoft Data Access Components (MDAC), and other programs and browser plug-ins.

Good Communications – Once an exploit kit is discovered and analyzed, authorities and security firms can usually block communication URLs (web addresses) within 24-48 hours. To counter this, authors of some exploit kits provide fresh communication URLs every hour plus an automated process to update the URL to stay one step ahead.
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How an exploit attack works

The hacker builds one or more websites that contain a 'landing page' and adds an exploit kit.  To drive traffic to the exploit kit, the hacker has many options: 

· Email spam - Spam campaigns using content such as warnings from the IRS, banks, and even police seem to work well. Fake alerts from legitimate companies that contain poisoned links are also popular. Unlike traditional phishing spam, the victim of these spam campaigns isn't taken to a look-alike site and asked for credentials. Instead they are directed towards a landing page that hosts an exploit kit.

· Purchased traffic – Underground markets have ‘traffic providers’ where traffic can be bought and sold.

· Compromised websites – When hackers compromise a website it's trivial to add a redirect. To slow down security analysts and authorities hackers typically add multiple redirects that change frequently.

· Malvertising – Malicious advertising is a relatively new and rapidly growing tool hackers have added to their arsenal. Hackers create fake companies and legitimate looking ads on existing online advertising systems to redirect victims toward exploit kits.

· Just prior to connecting to the exploit kit, potential victims are screened by automated traffic direction systems (TDS). Hackers can filter out unwanted IP addresses (like security companies) or target specific countries or companies.

Once a potential victim encounters the poisoned landing page, the kit quickly (in fractions of a second) analyzes the browser and its components to see what’s out of date. If there is a usable vulnerability, the correct exploit is loaded and executed. The hacker is then notified which exploit was used as well as the victim's country, operating system, browser and which piece of software on the victim's computer was exploited.

As a result, and without your knowledge, the hacker now owns your computer. Additional malware will be added to prepare it to become a vehicle for further crime. Just as smart street criminals don't use their own vehicles for street crimes, cybercriminals don't use their own computers for Internet crime. They will either use it to commit crimes or rent it out to other criminals as part of a botnet.

Exploit kits facilitate the addition of most other types of malware such as backdoors, droppers, banking Trojans, spyware, ransomware, botnet malware, scareware, keyloggers, rootkits, viruses, worms, adware, remote access tools, and ad fraud malware.

Earlier I mentioned that exploit kits could and probably should be considered attack platforms. A comparison could be made between exploit kits and unmanned military drones. Both carry sensors. Both carry weapons. Both can be programmed to operate with little or no human oversight. Both can be assigned a variety of missions.

Exploit kits are commercial products developed by teams of specialists. A recent example is the Blackhole exploit kit developed by Dmitry Fedotov (aka Paunch) and his team. Blackhole was one of the most notorious exploit kits of the last decade. Popular and quite profitable, it was first offered in 2010 and lasted through the arrest of the Paunch and 12 others in late 2013.

The Blackhole product itself and the service and management of the business was quite sophisticated and business-savvy. The scripts that made the software work were protected by a commercial coder to prevent other criminals from lifting & reusing the code. Blackhole was reported to have had thousands of customers and making $50,000 a month. Paunch was the first to use a ‘rental’ business model for exploit kits. Other licensing agreements were also available, all of which included tech support.

How to protect yourself

The standard excellent advice you've heard dozens of times before still applies. Run in Standard User Mode, NOT Administrative Mode. Stay patched & updated. Don't click on links in e-mail. And I'll add one item not typically mentioned: Configure your browser(s) to deny redirects without permission. 

More information 

http://krebsonsecurity.com/2013/12/who-is-paunch/

https://www.trendmicro.com/cloud-content/us/pdfs/ security-intelligence/white-papers/wp-evolution-ofexploit-kits.pdf

https://blog.malwarebytes.org/intelligence/2013/02/ tools-of-the-trade-exploit-kits/

http://www.securityweek.com/black-hole-exploit-business-savvy-cyber-gang-driving-massive-wave-fraud
